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Agenda

Time Topic Speakers

14:00-14:30 Registration

14-30-14-50 l)r:;[grr\c/;ieec\j\? company and market CK:Ilia(a;s van der Leest VCEO/ Nitil Patel -
14:50-15:15 Intercede & MyID Solutions Allen Storey - CPO

15:1515:30 Partner speaker - RoW Mr Stefan Bumerl, CEO Cryptas
15:30-15:55 How | would hack into your business James Westgate VDesign Authority
15:5516:05 Coffee break

16:05-16:30 Case Studies and MyID Demonstrations CPO /Jamie Smith V Solution Architect
16:30-16:45 Partner speaker - US Ms Cara McFadden, Partner  Guidehouse
16:45-17:00 Summary Klaas van der Leest - CEO

17:00-17:30 Q&A Intercede team

17:30- early evening

Drinks & canapes

All
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Klaas Van der Leest Nitil Patel Allen Storey Cara McFadden
Chief Executive Officer Chief Financial Officer Chief Product Officer Partner - Guidehouse

Siobhan Morey -Millington Jamie Smith James Westgate Stefan Bumerl
Sales Director Solutions Architect Design Authority - MFA CEO - Cryptas
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Intercede Investment case

Business critical authentication software
In a growing cyber security market

Business

A Software Vscalable business

A Proven operating model

A Tier 1 client base - NPS 50

A Established management
team

A Organic growth followed by
inorganic

A Successful acquisition V
looking for more

Market

A Recognised global market
leader
A Competitive advantage  V
defend and expand moat
A Authentication pyramid
A TAM growing double digits
A Product
A Geography
A GTMM
A Increased regulation

Financials

A Strong growth on all KPIs

A Free cashflow/cash in bank

A Debt free/clean balance
sheet

A Strong profitability

A Low revenue attrition

Ay e ADZH AT N ' NAaEr
Ni nNOAAAdeAr X

A Share price momentum
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Company & Market
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Protect
companies
against
data breach
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Protect
companies
against
data breach
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Compromised user credentials
are the number one cause of
data breach
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ENAAJA"™ OQt NOsrrs

AWho is using passwords at home/personal use
AWnho is using passwords at work

AWnho has re -used passwords between work and personal
applications

AWho is using passwords longer than 12 characters
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What did we find?

intercede
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Intercede at a glance

ABusiness critical software
AFocus on employee identity
A>150 high profile clients

A 105+ subject matter experts
A> 20m credentials issued

A Global reach through channel

Intercede



Business Principles

M&A

Selectively acquire IP and
revenue: inhouse corporate

development capability

Pricing
Flexible, offering subscription
as well as perpetual pricing
models

12

Customer First Approach
Understanding their needs
and requirements

Invest in Product
Continued R&D: guarantee
market leadership

Double
Revenue
in3-4
years
from 2022
base

Colleagues
Invest in Colleagues: low churn
+ new hires + succession

GTMM
Continue to increase market
reach and relationships
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Market sizing

The PKI infrastructure market surpassed $3bn in
2022 and is anticipated to grow at around 20%
CAGR from 2023 to 2033

Source: Persistence Market Research

The global multi  -factor authentication market was
valued at $ 10bn in 2020. It's projected to grow to
$40bn by 2030, a CAGR of 18%

Source: Grandview Research

The enterprise password management market
was valued at $1.8bn in 2020 and is forecast to
grow to $8bn by 2033, a CAGR of 14.2%

Source: Global Market Insights
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Market opportunity

Total Market

/Addressable Market

J_J

rederal [Served Market

Enterprise

/

us o
Actual Market

EMEA

CMS/MFA/
PSM

CMS MFA

Mid -Market,

PSM

On-Prem/ High - Upsell, Auth
Hybrid cloud APAC Assurance NIS2, MSPs Journey

\_ \_ \_ . g
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Growth pillars

Organic

A(Land & Expand) °

ANew chargeable functionality
ANew geographic markets
ANew market segments

A Grow distribution/channel
AHosted offerings

ANew product

Inorganic

AProven IP

ARevenue

ANew geographic markets

ANew market segments

15
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Investment, cashflows and
funding
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Capital structure enabling execution of growth strategies

No debt, strong balance sheet and cash generative

Investing in products enables revenue growth, thereby increasing profitability and
shareholder value

ability to execute on larger M&A deals and enhancing

ad Investing in  our
growth plans

A People
A Products

A Targeted
marketing

~

(Prudent in capital
structure

Low risk attitude
Tight working
capital
management

~

17

é Cautious in our

M&A approach

A Active list
constantly
updated

A Strict criteria on
assessment and
returns

A Integration of

company and

\_ products

\

cash generation, furthering

(Focus on recurring

revenues, profits,
cash and

shareholders return

A Share price
increased by
100%

- _/
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>e ANQA?NDZ qAANGEAAAK AW Nr ABNAA dA ncEe D2
generation

Research & Development (R&D) Expenditure on research and development
£4m (R&D) activities totalled c£3.5 million (2023:
£3.1 million). In accordance with the IFRS
recognition criteria, the Board has continued
to determine that all internal R&D costs
incurred in the year are expensed. No
development expenditure has been
capitalised during the year. This will be
reviewed on an annual basis as Intercede
solutions expand and enhance.

£3m

£2m

£1m

(please note R&D Tax Credit for 2024  Is an
estimate)

£0m

2020 2021 2022 2023 2024

m R&D Expenditure B R&D Tax Credit (in arrears)
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Cash generation continues to grow
Net Cash / (Borrowing)

2 Following the successful early
conversion and redemption of all

17.2

o convertible loan notes (CLNS) in
February 2021, Intercede is debt free
with a much -strengthened financial

. position, providing a strong i

8.0 78 i Re? ADAAnde AN ReaxEc At N gacEe?n

plans .

= 4.8

-4.8

-£5m

-£10m
2020 2021 2022 2023 2024

mm Year end cash mmCLN debt —Net cash/(borrowing)
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Revenue Growtlt Consolidated without exceptional Federal order

Group Revenue

25.0 Adjusting for the
exceptional order, the
revenue growth rate

200 illustrates consistency in

double digit growth plan.

15.0
10.0

5.0

0.0
FY2021/22 FY2022/23 FY2023/24 FY2024/25 FY2025/26 FY2026/27
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Funding larger M&A deals through cash generation and access to
capital markets

Cavendish Numbers as at 8 April 24

2022 | 2023 | 2024E | 2025F | 2026F
£m £m £m £m £m
Revenue 9.9 121 20 16.1 | 17.7
Adj EBITDA 0.8 13 5.8 3.2 3.6

Adj PBT 0.4 11 55 3 3.3
Adj EPS 0.7 18 1.7 3.7 4.1
Free cash yield % -0.04% | 4.10% | 13.40% | 2.50% | 3.40%
Net cash (no debt) 172m | 18.5m | 20.3m
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Intercede and MyID Solutions
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Authentication

PKI

FIDO
Passkeys
Hardware

OTP
Mobile App
OTP
Email/SMS
OTP
Security
Phrases
/ Passwords
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Authentication

PK]| Credential
Management
FIDO System

Passkeys

Hardware
OTP

Mobile App
OTP
Email/SMS
OTP
Security
Phrases
/ Passwords \
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Authentication

Credential
Management
System

PKI

FIDO
Passkeys
—
Hardware
OTP
e PP L Multi -Factor
OTP Authentication
Email/SMS
OTP
Security
Phrases Password
T Security
/ Passwords \ Management
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Stepone -YAr dr vy

AUnderstand - product, code,
business processes, GTM etc.

AEngage - partners and
customers

AEnhance - Product release MFA
4.2

A Push notifications

A MFA fatigue resistant

26

10119

Authlogics

jafes)
®E Windows Logon

Windows Desktop

24 February, 2023 at 10:19:31

Surbiton, United Kingdom

o Birmingham
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Step two - integrated

ARebrand to MylID MFA and MyID
PSM

A Communicated to customers and
partners with marketing support

Alntegrated development & test
team

ANew product features
A FIDO passkeys

A Federation

27

Administrator
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Authentication

PKI

FIDO
Passkeys

Hardware
OTP

/

Mobile App
OTP

/

Email/SMS
OTP

/

Security
Phrases

/

Passwords

28

Credential
Management
System

Multi -Factor
Authentication

Password
Security
Management
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MyID PSM

Password Auditing
Tool or API

Dark web data

Password
Breach
Database

Over 8 billion unique
clear text credentials

On -Premise Audit
Tool

Password Security

Millions of daily updates Manager

2 intercede



MyID MFA

A Easy to deploy and use MFA solution
A Supports a wide range of authenticators

A OTP / SMS ‘
A Software OTP |

Administrator

A Deviceless pattern authentication
A Hardware OTP with YubiKey
A Push notifications mobile app

A Syncable FIDO passkeys
A Device bound FIDO passkeys

A Protects cloud, on -premise applications
and Windows logon

A Works on and off -line
A Offers a modern alternative to ADFS

" intercede



MyID CMS

A 1ssues PKI credentials to users securely
and at scale

A Integrates with Certificate Authorities,
HSM, Smart Cards, USB tokens, cameras,
document scanners and Mobile Devices

A Provides full credential lifecycle
management, e.g. unlock, update,
renewal compliant with FIPS 201, NIS2
etc.

A Provides advanced ID registration and
verification

A Centralised auditing and reporting

31

Collect Security Device

Ch

aPINf
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Roadmap process

Support &
Maintenance

Customer
Funded

©6 060 o ‘ Quarterly

releases

Strategic
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Market trends

CYBER ATTACKS CYBER SPENDING MOVE FROM AVOID VENDOR SHIFT TO MOBILE
INCREASING INCREASES BESPOKE TO COTS LOCK-IN DEVICES
US REGULATION EU REGULATION UK REGULATION

- intercede



MyID PSM - Roadmap

Breach Non -AD it FIDO Passkey

Database Password Password VERELE
Security Manager

API Access

External Audit Marketing

Audit Tool

PSM software

2 intercede



MyID MFA - Roadmap

Cloud
On -premise
Desktop logon

National ID Access Control :
Connectors & SSO Ongoing

OTP
Mobile App
Passkeys

IDAM

Integration Access Policy Al / Risk -Based

Federation
ADFS User Interface
Alternative

35 intercede



Access Control + SSO + Password Management

Modern
Applications

Desktop Cf\
OIDC /

Strong Password —
Authentication +
Legacy
Applications

C— XX Password
Password Y
Wallet — BiEell
—_—— Database

" intercede



MyID CMS - Roadmap

Cards, USB,
Virtual, Mobile,
Soft Certificate

Mac Client

PKIl, FIDO,
mDL

Passkey
Registration
With IDP

Scalable,
Flexible,
Secure

31 Party IDP
Support

37

Project Toolkit

Dashboard &
Message
Centre

Notifications
Editor

Post Quantum

Device ID
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Partner View:
Mr Stefan Bumerl , CEO Cryptas
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How | would hack into your
business

intercede



About me

James Westgate 0AOQst N& t A&l x X
Design Authority MFA & PSM Hashmob Pro Password Cracking Team
Ethical Hacker

2 intercede



Password security

Jain now |,. Sign in .,:

Welcome to your professional community

email | hash

Email or phone

bob@acme.com BFD18AAE

jJamesw@intercede.com

jamesw@intercede.com AECO7F9D

alice@gartner.com CAB96EBB

Forgot password?

" intercede



Database leaks

= Forbes Subscribe signin  Q

A SQL injection attacks

Warning As 26 A Misconfigured databases
Billion Records Leak:
Dropbox, LinkedIn,

A Public backup copies

Twitter Named A Disgruntled employees

Davey Winder S« r m

" intercede



X>EA0Os AT X At N nArrnanecebDZ t Art

guess hash email password
123456 BFD18AAE bob @acme .com BFD18AAE
passwordl AECO7FOD g M jamesw@intercede.com AECO7F9D

gwerty FEA28BCE

bill@website.org CAB96EBB
liverpool EBB78DFE

letmein ABF88AFD
linkedin CAB96EBB
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Cracking at 10 hashes per minute

v T MD5 Hash Generator * +

< C 2% md>5hashgenerator.com

MD5 Hash Generator

Use this generator to create an MD5 hash of a string:

Your String 123456

MD5 Hash e10adc3949bab9abbeb6el57120f883e
SHA1 Hash 7c4a8d09ca3762af61e59520943dc26494f8941b

44
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Cracking at 30 million hashes per second

AAIll possible passwords up to 5
characters in length in 5
minutes

.5 intercede



Cracking at 324 billion hashes per second

All possible
passwords up to 8
characters in 6 hours

" intercede



Cracking at nation state level

A Every password up to 11 characters in hours or days

A 95711 = 5,688,000,922,764,599,609,375 total guesses

'/
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¢ S| .
.
N A Wl ’ ./
\ 4 w1 "l
N ) v
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N \\\\.\nh.gl Aiilidi ] 17 /777
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\
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Make password hashes
better

AUse stronger hashes designed
specifically to slow attacks
e.g. bcrypt , argon2, scrypt

ATypically 3000 hashes p/s on
dedicated hardware

Aunyr A OAA AADZ Be?r

Intercede
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Make smarter guesses

A97% of all passwords in a data
breach eventually cracked for a
weak hash

A15% to 20% of all passwords in a
breach with a strong hash

ABeyond a technical exercise

49
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How Is this a threat?

in

Join now |  Signin |

Welcome to your professional community

Forgot password?

intercede



How Is this a threat?

— @W® Business Markets Tech Media Calculators Videos Watch Listen LiveTv Q| signin

Business / Tech

US government review faults Microsoft for ‘cascade’ of errors that allowed Chinese
hackers to breach senior US officials’ emails

MORE FROM CNN
Chinese hack of
Microsoft engineer
led to breach of US
officials’ emails,
company says

Microsoft is giving
® out free
cybersecurity tools
after an alleged
Chinese hack

China-based
3 hackers breached

1 intercede




How Is this a threat?

— M Business Markets Tech Media Calculators Videos Watch Listen LiveTv Q |signin |

Business / Tech

US government review faults Microsoft for ‘cascade’ of errors that allowed Chinese
hackers to breach senior US officials’ emails

- Legacy account

~  hacked had no MFA i

’/ = reach of US
W . —
- lL' officials’ emails,
company says

Microsoft is giving
™ out free
cybersecurity tools
after an alleged
Chinese hack

China-based
_ hackers breached
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What is Multli Factor Authentication?

Something L Something
you know you have

A Add factor(s) that provide another check
In the authentication process

53

+

Something
you are
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Something you have

A Mobile device

A A dedicated device, such as
an RSA token or YubiKey

A A smart card containing a

credential

54
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One time code via SMS

~ in Security Verification | Linkedln =~ % ar = O

< C %5 linkedin.com/check... ¥ ) d @

Linked m Sign in ‘ Join now

Enter the code we've sent to phone
number ending with 94

]

Recognize this device in future

Resend code by SMS Resend code by phone call
Y Y

" phone or a previously recognizable

s LinkedIn, verify your identity.

55

Contact

Your One-Time Password
code is: 6 3

QWERTYUI OFP
A SDFGHUJKL

+4 Z XCVBNM

123 & 0 space return

intercede



One Time Code via Shared Secret

& Back

Two-step verification
Enter the 6-digit verification code generated by your Authenticator app | O:41

Tuesday. September 12

Mote: You can also copy the code by tapping on it and paste it on the LinkedIn app

| Enter 6-digit Code ‘ —p

Back to Setup ‘

6 intercede



Directly connected device
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Something you are

2

Touch ID
2013

Face ID
2017

58

Optic ID
2024
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Apple Vision Pro with Optic ID

9 intercede



Bypass SMS

A337 stores in the UK (single
mobile phone provider)

ADisgruntled or strategically

placed employee

A$68 million in US consumer
losses to SIM swapping fraud Iin
2021. Source: FBI

.....

feey
.

Trae
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Go phish

Phishing aims to bypass
technology by focussing on
the weakest link in the
authentication process

intercede



Authenticate the
scammer

A The scammer calls you up. Are you on the phone with Chase?
They keep you on the phone
while...

We need to check it's you on the phone to us. Let us
know it's you and enter your passcode on the next

A The scammer's accomplice calls screen.
your bank. They pretend to be you. ® Notyour

"' Your details are safe. Just tap 'No, it's not me' and we'll end the

A The bank sends you anin  -app alert. Gl

A You confirm the alert.
Yes, it's me
A The scammer on the phone to your —
bank now has control of your
account.

No, it's not me

intercede




Push fatigue attack

A In September 2022, hacking group
Lapsus$ obtained the VPN
credentials of an external
contractor

A The attacker then repeatedly tried
to log in to the Uber account using
the illegally obtained credentials,
prompting a two  -factor login
approval request each time

- I0€
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Person -in-the -middle attack

https://hsbc -direct.co.uk https://hsbc.co.uk

X =+ : o Online Banking | Lo X =+

C 23 hsbc.co.uk/security/
4 HsBe K

Log on to Online Banking Log on to Online Banking

© Please enter your username. If you can't remember © Please enter your username. If you can't remember
' username, ct 'Forgotten your username?’

below for more help. below for more help.

Please enter your username Please enter Yyour username

Remember me Remember me

o1 intercede



Phishing )
gt AAhyr At N rekK?
Use a passkey from another device?

A Establish proximity between the Sean this QR code with the device that has the passkey that you want
XAieBNAt dAT " e? ¢t
XAieBNAt AT -ramd?ne A
device and transaction you are
Interacting with - using e.qg.
Smartcard, USB, Bluetooth or
NFC

A Bind the credential you are using
to the system you are accessing
at protocol level

AFIDO Passkeys

Intercede




Emerging threats

A  Malware -based credential theft

A Al generated content and deep fakes

6 intercede



So how would | hack your business?

ACheck for endpoints and users without additional factors
ATarget weak MFA implementations for higher value targets

ABypass current authentication by using Al generated content such

as convincing emails or faked voice or video messages

67 intercede



Coffee break
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Case Studies & MyID demonstrations

Allen Storey - CPO
Jamie Smith CISSP - Solutions Architect
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Sample customers

Government Aerospace & Finance Healthcare Industry
Defence

KINGDOM OF SAUDI ARABIA
MINISTRY OF CIVIL SERVICE =<

@EBEIIVG

4
1

LOCKHEED MARTIN

BAE SYSTEMS

NORTHROP GRUMMAN

m%gROSPACE

\_ /

(‘ NatWest Group

Swedbank m

LLOYDS
BANKING
GROUP

Oberbank

3 Banken Gruppe

bank

70

w UnitedHealthcare

HCSC

Health Care Service Corporation

NHS

MAYO
CLINIC

oy
HCA

Hospital Corporation of America™

/

L - BASF

The Chemical Company

I Mobile

8.

Huntington
Ingalls
Industries

Hard Stuff Done Right "

=il sl
ADNATCO 3
-
S

aaaaaaaaaaaaaaaaaaaaaaaaa
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BeyondTrust

AUS based

A 1,500+ employees
A 20k customers
A100+ countries

Aldentity and Access Security

71

8|

BeyondTrust
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The problem

AConcerned employee passwords
were being reused for online
services

AWhen data breaches occur,
these passwords become
avallable on the dark web

ABad actors are using these
passwords to try to break into
organisations

AWanted to follow best practice
NIST guidelines

72
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MylD PSM

Dark Web

Password Breach
Database

i

v
A

Password
Security Portal

A

[

Password
Security Manager

73

—>

[,

Desktop
Agent
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Demonstration

BeyondTrust - Password Security Management

7 intercede



Demonstration 1 : Password Security Portal

Authlegics

Emails
Notifications
Breaches

Audits

Password Lookup

Account
Settings

Logout

HIHLA0ICS EASSWOS ' - Jamie Smith 28
acme Com Intercede
A There are 1019 new breached credential notifications for this domain.
‘\\\
Breached Credentials Breached Credentials Breached Credentials
Domain vs Shared Breaches vs Employees  Industry Comparison

A total of 374 email addresses at the acme.com domain were foundn the password breach database including
acme@acme.com with 32 credentials, bob@acme.com with 16 credentials, jdoe@acme.com with 14 credentials,

4

john@acme.com with 10 credentials and alicedavis@acme.com and exi me.com with 9 credentials each.

Domain Detail

Top Domain Credentials Highest Overall Score

acme@acme.com acme@acme.com 12

bob@acme.com 6 bob@acme.com 57
jdoe@acme.com 4 jdoe@acme.com 46
john@acme.com 0 bubba@acme.com 42
exis@acme.com 9 test@acme.com 4
View Notifications H View Credentials

75
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Demonstration 2 : Realtime Password Management

File Edit

[@ Windows 11 Domain w vIPM ... [ Windows 11 Domain w vT...

Mobile / Cellular Number

+44-77101

Password Confirm

= na s

K 23/02/202:

" interce



Benefits

AProtected against password
reuse

AReal -time verification of
passwords

ABetter password policy,
compliant with NIST guidelines

AMore help for end users to set
good passwords

8|

BeyondTrust
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Liverpool Heart and Chest
Hospital

ANHS Foundation Trust
A72,000 operations per year

ARemote access
A X-ray review

A Procurement

ABring your own device policy

Intercede



The problem

AExisting VPN authentication
solution had a complex 5 stage
log In process

AWanted high security with
Improved user experience

AUse of a hard token which was
costly and sometimes forgotten

ALimited IT resources

79
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MyID MFA

Hospital Systems

2] £33 3

e

Pattern
Grid

y

A

nan[]en=
Hospital VPN

v
A

MF

A

Strong

Authentication

80
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Demonstration

Liverpool Hospital - Strong Authentication

Intercede




